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1. Attempt the following:-
a) How active attacks are differant ¢
53 "Whatis tie puimossar ilzf:ebl: Xt;om the passive attacks?
¢) What is the meaning of term Diffusion?
d) What is bucket brigade attack?
e) Why RSA is difficult to break?
f) List the basic services provided by PGP
g) What is Kerberos used for?
h) What is man-in-middle attack?
i) How many header fields are used in MIME?
jl) List any two IDS techniques. (10x1)

UNIT —1

II. a) What is the security policy of a network? Describe the various issues it needs

to address.

b) What is Stream Cipher? Differentiate it from XOR Cipher, Poly alphabetic
i (5.5)

Cipher, Rotation Cipher.

. a) Inthe man—in—the-middle atta]gk 0
adversary generates two pub 1c—)p v
attack be accomplished with one ps

n the Diffie-Hellman key exchange protocol the
rivate key pairs for the attack. Could the same

2 Explain.

different modes of opcmlinns employed by Block ¢ ipher. (5.5)
b) Exp]ain the - b ‘ 5 dne DS Q° 17: ¢ 3, M=9,
jon and Jecryption process in RSA using p- 234

V. a Explain the encryptio! o

different way
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) What are th
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a) Describe MDS algorithm in detail. Compare its performance with SHA-1.

b) Explain the classification of authentication function in detail. (5,5)

a) Explain the S'MIME specifications in detail.
jon and reception

¢ PGP message generation, transmiss
(5,5)

b) Explain in detail th
process.

a) Explain the different mechanism used to provide the security at Transport Layer?

b) What are virtual private networks? How risk associated with them can be
(5,5)

avoided?
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