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Define the following;-
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Information Security
Fabrication

IP Spoofing

Digital Signature
Avalanche Effect

M an-in-the Middle Attack
Block Cipher
Cryptanalysis

Trojan Horse

Access Matrix
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UNIT -1

Differentiate between threat and attack. Discuss Active and Passive attacks in detail

along with the measures to control these attacks. (10)

a) With a neat and clean diagram, elaborate the functioning of round function in DES.

b) How CFB and OFB modes of block cipher operations work like Stream cipher?

Explain.

(5.5)

a) Why Public Key Certificate? is the best technique to exchange public key among
parties?

b) Alice and Bob want to establish a secret key using Diffie-Helman Key exchange

: = = 's pri = d B's
ing two prime numbers g=l1, a =5, As private key, Xa=5 an
p;:i:/(;iglkgilr;%aﬂ. Pf)nd Eve is an Intruder with private key X, = 4. Compute the
Secret Key between .Alice -Eve and Bob -Eve. (5,5)

P.T.O.
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2)
UNIT - II
V- @ Differentiate MAC and HASH. Discuss MDS compression function in etgi
b) Encrypt the following data using RSA
P=7.q=ll, e=13, M=5 (6,4)
VL. Discuss IPSec ESp header for transport and tunne] mode. (10)
VIL.  Write a short note on the following:-
a) Dual Signatures
b) Packet ﬁhering firewal] (5,5)
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